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Abstract 

The crime of acts of indecency committed by using social media sites is a new type of 

crime that differs from the traditional crime of acts of indecency, as the major difference 

includes the specific competence of the major criminal court and the presence of physical 

contact between the offender and the victim. While the crime of acts of indecency is 

committed through social media sites with the absence of physical contact between the 

offender and the victim. This type of crime is usually conducted by publishing images or 

videos through WhatsApp, Facebook, Twitter, Instagram and other means of 

communication which abuse the victim. These social media are considered the means of 

committing this type of crime, which rise these questions: Is this type of crime subject to 

the jurisdiction of the High Criminal Court? And since it was committed through an 

electronic means, what is the law that it is subject to? Is it the penal law or the Cybercrime 

Law? This research aims to clarify this legal subject in a simple and clear way. The results 

of the research indicated that the traditional crime of indecent assault “sexual offence” 

differed from the crimes of indecent assault committed by using the social media in terms 

of the used means of conducting the offence. The recommendations of the research 

included adding the following text in the Jordanian Cybercrime Law: The first paragraph " 

Anyone who intentionally publishes or sends through the information network images or 

video clips of a male or female and these images violate the honor of the victim, shall be 

punished by imprisonment for a term not less than three years or by a fine of not less than 

(40.000) four thousand Dinars. The second paragraph includes constituting a judicial body 

in the High Criminal Court consisting of three judges to pass judgment on crimes of 

indecent acts. 

 

Keywords: Acts of indecency, social media, cybercrime, physical elements, moral 

elements. 

 

Introduction 
Social media sites represent an unlimited virtual cyberspace, that is not restricted 

by any boundaries or subject to any restrictions whatever strict measures and actions are 

taken against it. Therefore, it was necessary to make the utmost efforts to protect personal 

data and the private life of people as many crimes are committed in this world including 

the crime of indecent assault. 

 

 

mailto:mkawaldah@philadelphia.edu.jo
mailto:alijs@jadara.edu.jo
mailto:dr_alijabbar@yahoo.com


British Journal of Science      44  

February 2020, Vol. 18 (2) 

 

© 2020 British Journals ISSN 2047-3745 

 

 

The research problem 

The problem of the research lies on the fact that the crime of indecent acts 

committed via social media websites are increasingly noticeable, where it is committed 

by people who are not aware of the nature of the crime they are committing. As most of 

them think that they committed cybercrime and not a crime of indecent assault. Actually, 

the difference is critical whether in terms of punishment or the jurisdiction of the court . 

Generally speaking, Cybercrime penalty is within the jurisdiction of the 

Magistrates Court that deals with less serious offence, unlike this crime which is within 

the jurisdiction of the High Criminal Court and the penalty is more severe. On the other 

hand, the big difference between the nature of this crime and the crime of traditional 

indecent acts “sexual offences”. 

Therefore, the researchers seek to study and define this modern type of crime in 

all its aspects and draw the attention of both the legislator and the jurists to this type of 

crime and the difference between it and the traditional crime of indecent acts. 

The objectives of the research: The research aims at: 

1. Distinguishing the difference between the crime of indecent acts using social 

media sites and the crime of traditional one 

2.  Spreading legal awareness among users of those sites about the need to 

think and deter before thinking about committing a crime of indecent acts on 

social sites and clarify to them that it is a crime of indecent acts and not an 

ordinary electronic crime until the general deterrence is achieved. 

3.  Identifying the implications of committing indecent acts through using 

electronic means and drawing the attention of specialists in Jordan to the 

need to expedite the formation of chambers specialized in this crime because 

they affect peace and social security. 

The importance of the research 

To explain the significant imbalance that occurs in Jordanian society, especially among 

social media users. When sharing other people's personal images or videos on social 

media it constitutes a crime of acts of indecency. This crime falls within the High 

Criminal Court's jurisdiction, which strictly punishes such offences, not as the common 

crime of cyber crime. 

 Research Methodology: 

This research followed the empirical analysis of Jordanian laws relating to the 

crime of indecent acts through social networking sites, by reviewing and clarifying the 

criminal law, cyber crime law and the judgments of the Jordanian Court of Cassation 

within the scope of this crime. 

This research is divided into two major topics: The first topic: Social media sites 

The second topic: The crime of acts of indecency carried out via social networking sites 

The First Topic: Social media websites 

When conducting such studies, the researcher tends to identify the terms of his 

study and its problems, to enable the reader to realize what each term means without any 

confusion or difference in interpretation. 

Section 1: The definition of social media websites 

Communication is the act of sending messages between people or friends, and it 

is derived from the word communicate, report or give information. In terminology, 
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communication means a strong relationship between two people including sharing their 

ideas and visions.1 

Social media sites can be defined as: pages published on the webs that facilitate 

the process of communication, activity and acquaintance between its users. These users 

are divided into groups based on their interests, objectives, visions and other common 

issues. Social media sites instantly deliver what users of these sites want to send or share 

with each other in the form of files, videos and chats.2  

Social media websites provide a social nature of virtual reality in which friends 

interact, which in fact is like actual reality and human encounter. These sites are made up 

of a group of people from different ages; intellectual and cultural awareness, sharing 

information, knowledge, images, and other things like videos, chat, and email that 

express their interests.3 

The researchers define social media websites as the websites where its users 

interact with each other and exchange information, images and videos that they think its 

is appropriate for sharing on these sites. They also define it as a website that was created 

for social communication purposes. But unfortunately, it is used as an arena for 

communication and sometimes as an arena for crimes.4 

The most influential social media websites are5: 

1. Facebook : 

It is an online social network that enables its ordinary users to express 

themselves through its platforms and by connecting others within the reach of that 

platform or other social media sites. Facebook is not only a means of 

communication for social media, it is also known as one of the biggest multi-

purpose websites. 

2. Twitter: 

Is one of the most spread social networks sites, recently it played a 

significant role in political events in many countries, especially the Middle East. It 

is a social networking service on which users post and interact with messages 

known as "tweets" and it took the bird as its symbol.  

                                                 
1 Sukkar, M, R. (1432 AH) its types, social controls, its effects and its obstacles, Master Thesis, Islamic 

University, Gaza.p. 12. 

2 Hejazi, A. (2007) Computer and Internet Crimes in the Model Arab Law, Cairo - Egypt, Legal Books House. 

p. 65. 

3 Manasa, O and Al-Zoubi, J. (2014) crimes of electronic information systems technology, a comparative 

study, Amman - Jordan, Dar Al-Thaqafa for Publishing and Distribution - Amman., pp. 30 and 44. 

4 Suleiman, Sh. (2007) The Internet: The Wealth of Communication via the Internet in Social Relations, A 

Field Study, Journal of Damascus University, First and Second Issues, Volume 24, Damascus - Syria., p. 

1123. 

5 Zuhaili, W. (2011) Globalization and Ethics, Journal of Security and Life, No. 238, Cairo - Egypt., pp. 96-99. 
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Twitter is a microblogging and social networking service on which users 

post and interact with messages known as "tweets". Registered users can access 

Twitter through its website interface, through Short Message Service (SMS) or its 

mobile-device application software ("app) . Tweets were originally restricted to 

140 characters per message. 

3. You tube:  

Many debates about considering the "YouTube" site as one of the social 

media site because it is known as a video sharing site where many people visit, 

leave comments and share opinions. Therefore, the researchers mentioned it with 

the social networking sites . YouTube is known as a website that provides a 

feature of uploading, downloading and sharing short movies that everyone can 

watch, whether it is a public or private movies.   

Section 2. The significance and the characteristic of the social media websites 

Personal profiles enable others to view basic information about a person 

such as his gender, date of birth, interests, view personal photos in addition to 

other information.  Actually, a person’s profile represented a gateway to his  

world since the main page shows the person’s recent activity, his friends, photos 

or any other activities. 

 Social media also plays a major role in encouraging people’s 

contributions and interaction in some issues as the traditional media does.  

Some media through social media sites offer transparent participation 

services that enables its followers to make changes to their pages in means of 

voting, sharing, and exchanging information with unusual limitations on viewing 

and benefiting from content. 6 

Websites encourage people to get to know each other for a specific 

purpose where they can communicate with each other easily, share photos or 

videos. This can constitute a wide and suitable environment for committing the 

crime of indecent acts of posting and circulating the photos or videos of other 

private life. These websites include Facebook, e-mail, Instagram, Twitter and 

other online means of communication. 

The Second Topic: The crime of acts of indecency carried out via social networking 

sites 

The Jordanian constitution stipulates the protection of personal freedom as any 

infringement on rights and public freedoms or the inviolability of the private life of 

Jordanians is considered a punishable crime by law. 

Consequently, the use of social media is permissible for everyone, as it is an 

indicator of development and science, provided that it isn’t used to commit crimes 

against others, including the crime of acts of indecency committed by disclosing people’s 

private images or videos on social media that may cause offense to these people. This 

type of crime, like any other crime, has its elements that need to be established. Proving 

this type of crime differs from proving the traditional crime of indecent acts, which will 

be discussed thereafter. 

Section one: the elements of the cybercrime of “Acts of Indecency” 

                                                 
6 Zuhaili . o p, cit, pp. 96-99. 
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The rampant misuse of social media to commit crimes turns it into a curse. The 

crime acts of indecency is an odd crime in Islamic society. This crime is based on the 

availability of three elements which are: the legal element, the physical element and the 

moral element; the legal element means the application of the penal law according to the 

case in the Cyber crime law. 

First: the legal element 

The most prominent element of the crime is the legal element, as there is no crime 

and no punishment except with a stipulated text, and this is what the Jordanian Penal 

Code affirmed. 

Since the Jordanian legislator did not mention the term cybercrime of acts of 

indecency in the Cybercrime Law No. 27 of 2015 therefore he refers to the Jordanian 

Penal Code No. 16 of 1960 amended by Law No. 7 of 2017 and in the adoption of the 

text of the Article (15) of the Jordanian Cybercrime Law stipulating: “ Anyone who 

commits a crime that is punishable pursuant to any other applicable legislation by using 

the information network or any information system or participating in, interfering with 

inciting its committal shall be punished in the same manner stipulated in that legislation.” 

According to the text of the above-mentioned article, reference is made to the Jordanian 

Penal Code, which organized the crime of indecent acts in Articles (296 - 299). 

Since we are discussing the crime of indecent assault that is committed through 

electronic means, especially Facebook, we should refer to its specific law, which is the 

Jordanian Cybercrime Law. This is why the Jordanian legislator shall add the following 

text to an Article : Paragraph (1) " Anyone who intentionally publishes or sends through 

the information network images or video clips of a male or female and these images 

violate the honor of the victim shall be punished by imprisonment for a term not less than 

three years or by a fine of not less than (40.000) four thousand Dinars. The second 

paragraph includes constituting a judicial body in the High Criminal Court consisting of 

three judges to pass judgment on crimes of indecent acts. 

Second: the physical element 

Every crime must include a physical element which includes three requirements, 

namely criminal conduct, criminal results and causation. The lack of one of these factors 

leads to the invalidity of the physical element. 

A. Criminal conduct: 

The crime of acts of indecency via social networking sites commences when a 

perpetrator accesses the information network and the Internet, whether through 

Facebook or WhatsApp or other means of communication and then he posts 

images or videos that Offend the victim's honor regardless of the gender of the 

victim. This constitutes a crime of indecent assault via social media, not as the 

traditional crime. 

B. Criminal result 

The criminal result is achieved when the perpetrator's behavior results in a 

criminal offense punishable by law, by sending or posting photos or videos that 

offend the victim’s honor, such as the crime of indecent assault through social 

networking sites, for example (A) Sends an image of a naked girl on the 

messenger to another girl and these images cause offense to the girl's honor, so 

the criminal result of this act has been achieved.  
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C. Causation: 

                It is the link between criminal behavior and the criminal result.7 

Consequently, the perpetrator is a perpetrator if the criminal behavior he 

performed through the information network and the Internet aims to reach a 

specific result punishable by law, such as sending nude pictures of a girl to 

another person through the Twitter. When he did so he commits a crime of 

indecent assault via social networking sites. 

Consequently, the determination of what is considered a shame or not is 

due to the practice and the culture of every society, whether the crime of indecent 

assault occurred from a male to a male or from a female to a female or from a 

male to a female who is dominant in this crime. 

For example, Abdullah took intimate photos of the complainant when she 

was accompanying him in the apartment and some of these photos were naked. 

Although these photos were taken with the complainant consent and with the 

intention of keeping them in light of their intimate relationship, but Abdullah sent 

these photos to Ahmed her ex-husband through WhatsApp application, among 

these photos are photos showing the complainant wearing only knickers and bras 

which affects the honor of the complainant. The court found that these acts by the 

accused Abdullah constituted a crime of acts of indecency.8 

The Jordanian Court of Cassation affirmed in one of its decisions by 

saying: The defendant posted a video of the victim on Facebook while sucking his 

penis as a crime of indecent assault through social networking sites.9 

Likewise, the Jordanian Court of Cassation affirmed in one of its decisions 

saying: “The defendant’s filming of the victim who is naked, in addition to 

photographing a penis of another person beside the victim who is sleeping and 

unconscious, and sending these photos to the witness’s phone, Suhaib and 

spreading these photos, these acts constitute an offense of assault by using 

electronic means of communication.10 

         Third: the moral element  
To consider any act as a crime and prosecute the convicted person,  two 

requirements of conviction should be available, that is, the physical element and the moral 

element. The moral element established on two requirements knowledge and intent. If one 

of these factors is not available, a criminal conviction is illegal. 

Considering the offense of indecent assault via social networking sites as  acts of 

indecency crime, the offender must have knowledge that disclosing the photos or video 

clips of the victim on social media is a crime punishable by law. And if he conducted it 

                                                 
7 Tharwat, J. (1995) The General Theory of the Penal Code, 1st floor, Alexandria, University Culture 

Foundation. 

8 Jordanian Court of Cassation No. 1842/2018. 

9 Jordanian Court of Cassation 1340/2017. 

10 Jordanian Court of Cassation No. 1546/2018. 
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voluntary he will be subject to law. While if these photos or videos have been published 

on social media without the availability of the element of voluntariness, the crime shall 

not be filed. This crime requires the availability of the general criminal intention which is 

represented only by the knowledge and the intent.  

 

The Jordanian Court of Cassation affirmed this in one of its decisions by saying: 

The accused Ahmed showed Noura’s mother “the witness”, Najah Mustafa, two photoes 

of the complainant Noura, one of which is wearing a camisole and the other is wearing 

Lingerie, showing her breasts. The court found that the defendant Ahmed, when he 

showed the complainant’s mother these photos he did not intend to violate the 

complainant's honor, but rather to prove his allegations that he had these photos in his 

possession during a threat to the complainant and her family and his attempt to blackmail 

them and took fifty thousand dinars from them in exchange for not publishing these 

pictures. The court decision declared no responsibility of the accused for the felony of 

indecent act assigned to him at the beginning of this decision, because it was not proven 

that he sent these images to anyone else.11  

Likewise, the Jordanian Court of Cassation affirmed in one of its decisions by 

saying that the actions of the accused by photographing the victim, without clothes and 

the publication of these videos through the WhatsApp application, constitutes a crime of 

indecent assault.12 

The decision of the Jordanian Court of Cassation stated that the crime of acts of 

indecency begins with a request for friendship through social media platforms and then 

ends with a heinous crime as a crime of indecent acts.13 

 

The offense of acts of indecency by means of social media necessitates the 

availability of dissatisfaction of conducting this crime by the victim whether through 

threatening or other means. On the other hand, the perpetrator should  possess the photos 

or the videos and the intention to cause offence to the honor of the victim. If the intention 

of indecent acts is not proven, the offender is declared irresponsible for the electronic 

indecent assault. 

 

Section Two: proving the acts of indecency via electronic means 

It is difficult to prove the cybercrime because it is committed in a subtle and 

deceptive manner using high technology. The evidences of cybercrime can be obliterated, 

and its effects can be erased prior to its discovery because the criminals in this type of 

crime  are intelligent and have a high technical skill.  

 

                                                 
11 Jordanian Court of Cassation No. 1842/2018. 

12 Jordanian Court of Cassation No. 1942/2018. 

13 Jordanian Court of Cassation No. 969/2018. 
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The Scientific method of proving the cybercrime has evolved, where the offence is 

detected through tracing digital evidence and the online data. This helped states in 

discovering many cybercrimes and its evidences. 

 

The Public Prosecution in Jordan adopts multiple methods for investigating 

cybercrime. Prosecutors may use both technical and moral methods to conduct the 

cybercrime investigation that requires knowledge of the means to prove the crime that has 

been committed, to find the perpetrator and prove the crime against him.14 

 

Accordingly, Procedural controls must be established for inspection, seizure or 

confiscation in the field of electronic communication systems when proving the 

commission of cyber crimes, especially the crime of indecent acts via social media, since 

the investigative authorities help to uncover the ambiguity of the crime, capture the 

perpetrators and investigate with them as well as bring them to justice. 

 

Among the procedural problems raised by this type of crime is the extent of the 

commitment of witnesses, or suspects to disclose symbols, numbers, or passwords related 

to data or programs related to the crime, as well as The question arises as to the 

authenticity of electronic outputs in proving the crime, given their special nature in 

comparison with traditional means of proof  .  

 

The Jordanian legislator has stated in Article (13) of the Jordanian Cybercrime 

Law No. (27) of 2015 the authority of the officers of the judicial police in these crimes, 

paragraph (a) “ Subject to the terms and provisions stipulated in legislations in force and 

the personal rights of the defendant, it is permissible for the officers of the judicial police, 

after obtaining permission from the competent public prosecutor or the competent court, 

to enter into any location which evidence indicates that it has been used to commit any of 

the crimes stipulated in this Law and it is permissible for the judicial police to inspect 

equipment, tools, programs, systems and any means which evidence indicates that such 

has been used to commit any of the said crimes. In all cases, the officer who conducts the 

inspection shall prepare a report and submit it to the competent public prosecutor.” 

 

Paragraph (b) of the same  law stated “- Subject to paragraph (a) above of this 

Article and the rights of others acting in good faith, with the exception of licensees 

pursuant to the Telecommunications Law who did not participate in any crime stipulated 

in this Law, it is permissible for the officers of the judicial police to seize equipment, 

tools, programs, systems and any means used to commit any of the crimes stipulated 

herein or included in this Law, and any money generated from it and hold the information 

and data relating to the committal of any crime stipulated herein or included in this Law. 

Paragraph (c) “It is permissible for the competent court to confiscate equipment, 

tools, programs, and means or stop or hinder the operation of an information system or 

website that is used to commit any of the crimes stipulated herein or included in this Law 

                                                 
14Farooq, A, M.(1999) Police Technical Rules for Criminal Investigation and Research, Master Thesis, Naif 

Arab Academy for Security Sciences, Riyadh - Saudi Arabia.p. 38.  
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and any means and any money generated from such crimes and order that the violation is 

removed at the expense of the perpetrator of the crime.” 

 

We conclude from the foregoing that the authenticity, judgment and conviction of 

the evidence with all or part of it fall within the jurisdiction of the competent court, which 

determines its judgment on the basis of its conviction, provided that the decisions taken 

are valid and that the conviction is palatable and acceptable and is based on the evidence 

presented in the case and has a fixed origin. 

 

Conclusion 

 

Cybercrime is a new threat that is threatening the entire world in the age of 

computer science, as the world is paying a tax on technical development with a new 

danger that has not been previously envisaged. This danger is linked to technological 

developments which are becoming more dangerous and complicated by the increase in 

technical expansion which requires a serious measure to combat this danger. 

And the offense of indecent acts is one of the serious and recent crimes that affect 

the values and customs of Jordanian society, It is therefore the duty of the Jordanian 

legislature to pay attention to such crimes that must be fought while they are in their early 

stages, so that they do not increase over time and spread among Jordanians. 

 

Results: 

1. The Jordanian legislator did not mention the term cybercrime of indecent 

acts in the Cyber crime Law No. 27 of 2015 and therefore in persecuting this type pf 

crime it is referred to the Jordanian Penal Code No. 16 of 1960 and its amended by Law 

No. 7 of 2017 and the text of Article (15) of the Jordanian Cybercrime Law stipulating: 

“Anyone who commits a crime that is punishable pursuant to any other applicable 

legislation by using the information network or any information system or participating 

in, interfering with inciting its committal shall 

be punished in the same manner stipulated in that legislation.” 

 

Based on the text of the aforementioned article, reference is made to the Jordanian 

Penal Code, which organized the crime of Acts of decency in articles (296 - 299), and the 

competent court is the Supreme Criminal Court, and dropping the personal claim does not 

lead to the forfeiture of the public right. 

 

2. Proof of the crime of traditional acts of indecency differs from the crime of 

indecent acts via social media because it is proven through electronic means does not 

have physical contact and the honor of the victim is assaulted by posting pictures or 

videos on Social Media. 

 

3. The officers of the judicial police are the ones who produce evidence 

against the accused, but the criminal judge interferes because his role is not a negative 

role like a civil judge (it is limited to a balance between the evidence presented by the 

parties and favors one of them.) Therefore, the criminal judge has a positive role that 
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seeks evidence in order to reach the truth by taking any action he deems appropriate, The 

criminal judge is free to be persuaded until he has taken a decision on the case brought 

before him by law and justice. 

 

4. The officers of the judicial police have a wide authority in the inspection 

according to the general rules. Therefore, it is permissible for finding evidence to search 

the physical and moral components of computers, networks or other connected computers 

even if they are located elsewhere. 

 

Recommendations 

1) Adding a text of an article in the Jordanian cybercrime law as follows: The first paragraph 

"Anyone who intentionally publishes or sends through the information network images or 

video clips of a male or female and these images violate the honor of the victim, shall be 

punished by imprisonment for a term not less than three years or by a fine of not less than 

(40.000) four thousand Dinars. The second paragraph includes constituting a judicial body 

in the High Criminal Court consisting of three judges to pass judgment on crimes of 

indecent acts. 

The third paragraph: “The case is suspended and the public right is dropped when 

the personal right is dropped, "because dropping the personal right in the offence of 

indecent assault that is carried out through social media is dropped by revoking the public 

right which will achieve the privacy of this kind of offense. 

 

2) The crime of cyber crime of indecent assault is proven through modern means of proof, 

not just the traditional means of proof, which is stipulated in the Jordanian Cybercrime 

Law No. 27 of 2015 in Article (13) : Subject to the terms and provisions stipulated in 

legislations in force and the personal rights of the defendant, it is permissible for the 

officers of the judicial police, after obtaining permission from the competent public 

prosecutor or the competent court, to enter into any location which evidence indicates that 

it has been used to commit any of the crimes stipulated in this Law and it is permissible 

for the judicial police to inspect equipment, tools, programs, systems and any means 

which evidence indicates that such has been used to commit any of the said crimes. In all 

cases, the officer who conducts the inspection shall prepare a report and submit it to the 

competent public prosecutor.” 

 

Paragraph (b) of the same  law stated “- Subject to paragraph (a) above of this 

Article and the rights of others acting in good faith, with the exception of licensees 

pursuant to the Telecommunications Law who did not participate in any crime stipulated 

in this Law, it is permissible for the officers of the judicial police to seize equipment, 

tools, programs, systems and any means used to commit any of the crimes stipulated 

herein or included in this Law, and any money generated from it and hold the information 

and data relating to the committal of any crime stipulated herein or included in this Law. 

 

Paragraph (c) “It is permissible for the competent court to confiscate equipment, 

tools, programs, and means or stop or hinder the operation of an information system or 

website that is used to commit any of the crimes stipulated herein or included in this Law 
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and any means and any money generated from such crimes and order that the violation is 

removed at the expense of the perpetrator of the crime.” 

 

3) holding the trial sessions in secret in the cyber crime of indecent acts to motivate people 

to report this serious crime which affects both individuals and the state. 

 

4) Stipulating a legal measure and judicial control regarding listening to the statements of the 

complainants, especially the minors in such a crime, as it has proven that these minors can 

be manipulated in relation to their complaints. that sometimes their family persuade them 

to file the case for requesting a sum of money in return for this, or because their testimony 

contradict during the lawsuit stages. 

5) Spreading legal awareness of this modern and serious crime on Jordanian society. 
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